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1. GrippinTower Authentication SDK A%
1.1. Y AT LADHERK

(\l RADIIE Protocol

feb Application Server

& (3 ID/PASSIORD

GrippinTower OTP ¥ 1%

Web APP

Authentication Agent SDK

Radius Server

OTP Web Admin
App

NET Eramework 3.5 OTP Authentication Web Application
Server Server (Tomcat)

JAVA(IRE) 1.5

PHP 5.1.6 DBMS(PostgreSQL)

Window Server 2003/2008

CentOS

1-1 ASP.NET D&

HE FATIZVDT 7 ANV e
lib lib/asp.net/GptwrAuthService.dll Window Server 2003/2008
ASP.NET 11S6.0
sample sample/asp.net NET Framework 3.5
) lib/asp/GptwrAuthService.dll
lib : . Window Server 2003/2008
ASP lib/asp/GptwrAuthServiceCom.dll 1S 6.0
sample sample/asp
lib/jsp/GptwrCommon.jar
lib
JAVA lib/jsp/GptwrAuthService.jar JAVA(JRE) 1.5
sample sample/jsp
lib/php/GptwrAuthService.class.php
lib
PHP lib/php/radius.class.php PHP 5.1.6
sample sample/php
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1.2. GrippinTower Authentication SDK @A X h—)b

HH B

ASP.NET 32bit OS : %SYSTEMROOT%\system32\GptwrAuthService.dll
64bit OS : %SYSTEMROOT%\SysWOW64\GptwrAuthService.dll

ASP L FRONAIHELETHdl 2 A A F—/b

1) 32bit OS
%SYSTEMROOT%\system32\GptwrAuthService.dll
%SYSTEMROOT%\system32\GptwrAuthServiceCom.dll

2) 64bit OS
%SYSTEMROOT%\SysWOW64\GptwrAuthService.dll
%SYSTEMROOT%\SysWOW64\GptwrAuthServiceCom.dll

2.regsvr32 o= R CAR G

1) 32bit OS

regsvr32 %SYSTEMROOT%\system32\GptwrAuthServiceCom.dll

2) 64bit OS

regsvr32 %SYSTEMROOT%\SysWOW64\GptwrAuthServiceCom.dll

Microsoft Windows [Uersion 6.8.60811
Copyright (c> 2886 Microsoft Corporation. All rights reserved.

C:sUzsersslUseriregsver3d2 C:s\Windows“SystemdZ2:GptwrAuthServiceCom.dll

C:slUsersslUser>

Reqgsyr3iz2

.o. DlReqgisterserver in
T CWindows) System3ZiGptwrduthServiceCom, dil succeeded,

JAVA $CLASSPATH ™ /3 A |Z GptwrCommon.jar, GptwrAuthService.jar % = £*— (ex: WEB-INF/lib)

PHP -
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2. GrippinTower Authentication SDK @ B8#%k

2.1 B%—H&

BEREA B4 A

POREERE auth RREY— T OTP DA 20 % BL5E

N—=Ta v .

77 Linfo SDK D/ 3—3 5 A% U 51—

15

2.2. auth

HH A

HRE A—HBAS LTz OTPED A MEE FREE L %7,
# NET (C#)
IntPtr auth(string ip, string port, string secret, string id, string pwd, string timeout)
# ASP

. BSTR auth(BSTR ip, BSTR port, BSTR secret, BSTR id, BSTR pwd, BSTR timeout)

-
# JSP
String GptwrAuthService.auth(String ip, String port, String secret, String id, String pwd, String timeout)
#PHP
string GptwrAuthService::auth(string ip, string port, string secret, string id, string pwd, string timeout)
[1]ip: FEREY— "D IP 7 R LA (B — AR HT 2551, B — 0 1P 7 KL X)
[1] port: GRFEY— 3D Radius AN — b (Ffk—"ZRHT 2551L, k- — 3D Radius &K—
K)o, 774V bk : UDP 1812,

T A—% | [I] secret: A FREH (BH L Y — VT, 7747 2 MREFICIRE LI2H)
[]id: =—HF D ID(TH T 1)
[1] pwd: OTP i
[1] timeout: FFEEFERFDISE X A L7 U AL 7))
BFERIZLUU T O 7 +—~ > b (CFH) TIHELET,

- B T — FHEFEGBAERBUFBHEE A v —U7 KUY CFE#H) T,

=
(NET ®#54 . Marshal.PtrToStringAnsi BI%c 2 H L T< 72 &0, FElIE, o FLaBBIc LTS
VY, )

O T —NEIL, HE =Y —/L D Log/Monitoring>@ A& H>ALEREME Wi HiERE T F
K
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2.3. info
HH A
B RE SDK DNR—V g U FFERLET,
# NET (C#)
IntPtr info()
# ASP
BSTR info()
Tu hFAT
#JSP
String GptwrAuthService.info()
# PHP
string GptwrAuthService::info();
IRT A=K 72 L (Not Required)
SDK /=2 g U5 a 3PS TR L £,
A (NET @354, Marshal.PtrToStringAnsi B4 Al L C< 72 &V, #EfliZ, o7 a58(10
LTL7ZEN, )
Z DA, -

24. InE=a—F

JnEa— K

NE

e

0 OTP FEERE) OTP FRAEIZ TN L 7= 5t

6000 OTP FEAIE LKL OTP FRAEIZRIR L 7= 5

6001 OTP FEAEH(OTP F- ) BEWZHEH L7= OTPfE % i H L7245

6002 OTP FRFE I HC (7 P D A 1E 73 40 BE) ;Zggﬁﬁ%ﬁ%ib\%EZVYWNW%ﬁEﬁA

6007 A~ Z — SDK D A fEi— Z —

6008 DB =7 — DB ~DOHEREN TEX oo il &

6010 OTP AT — OTP A X7, LT 6 HiRkmOEFTE2 AN LI2HE

6011 RHIFARMEHN T — EHM, EH L CRva—FiGs

6012 T D RS (disabled) RHE | Y —H DT I U MREEN ML) (disabled) DA

6020 Radius = 7 — Radius FBFEEFENIE L < 7o WA

5023 2—PRFEE LR, E12E3T 7 | YU —FRFEE LR, £72E7 7 B AR RN 20
T AR T — o

6024 HERRTAE R ke o A 5 Yo — P RHEHAREZe B — 27 2 (0TP %5 /AnyOTP) 23 %%

IR TRWEA
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6025 HERET 7 — R oBERT T — EHRET T — R A BT 5E

6026 FRREAR Y — KRR ET T — oL — LT, WIAFRY O —NHESNTRWVES

6027 SIW PIN K& iE =T — S/W PIN ffi FHIE . S/W PIN 2338 i ST W4

6028 SIWPIN — 5 — SIW PIN N —F L 2 W4

6029 EMIL OTP i T =7 — EMAIL OTP O AR 23 T S =54
FEAEY— "D P T FL X, R— "NEENEES> TS

6040 P RS M, BHEHOL Y — LIRS TR IA4 TV b
BAFER BB - 255

. _ T —NE I T AT FOLEREEN—F LW

6041 Radius Jo & ™ 7 — N
=

6042 SDK N#— 7 — SDKNE T T —NRELESE, ) Y7y hoT—
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3. ¥ ra—F
3.1. ASP.NET (C#) > 7 /v a2— K (GptwrAuthService.dll)

<%@ Page Language="C#" %>
<%@ Tmport Namespace = “System. Runtime. InteropServices” %>

{script runat=server>
III11177717777777777771777777777777777777777777777777777777777777777777777777777777777777777
[D11lImport (“GptwrAuthService.d1l”,  CharSet = CharSet.Ansi)]

public static extern IntPtr auth(string ip, string port, string secret, string id, string pwd, string
timeout) ;
[D11Import ("GptwrAuthService. d11”,  CharSet = CharSet.Ansi)]

public static extern IntPtr info();
II111177717777777777777777777777777777777777777777777777777777777777777777777777777777777777
string serverIp = "127.0.0.17; // FBEEH— % (Hggh—s%) O IP 7 K12

string serverPort = “1812”; // Radius R— +ES
string secret = “sharedsecret”; // BB

string timeout = ”3”; /[l BALTT N ()
string rCode = 7”3 /] W& a—F
string authFailCnt = ””; // EGERAE R R
string rMsg = 77 /] IREAyE—Y

public void Page_Load(Object s, EventArgs e) {
string userName = Request. Form[”name”]; // =—¥ 1D
string pwd = Request. Form[“password”]; // OTP &
[1177777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
//APT P, OTP FRFELEFE. SDK N—T 3 VEE
string result = Marshal.PtrToStringAnsi( auth(serverlp, serverPort, secret, userName, pwd, timeout) );
string sdkinfo = Marshal.PtrToStringAnsi( info() );
[11770777777777777777777777777777777777777777777777777717777777777777777717771777177777777717
// AEFERIX, TN 2 — FHERRILRMEENEEA v E—D” BT ¥ —
string[] tmp = result.Split(C# );
if (tmp.Length >= 3) {
rCode = tmp[0];
authFailCnt = tmp[1];
rMsg = tmp[2];
}
if ( 70” == rCode) {
// TODO: OTP FBAELALIHALER
} else {
// TODO: OTP FBELRMUALE
t
[I710777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
1
{/script>
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3.2. ASP # > 72— R (GptwrAuthServiceCom.dll)

<%

Dim serverIp CEREEY— N (P —N) O TP T KL
Dim port > Radius "— FFEH
Dim secret IR

Dim timeout CEALTU N (B)

Dim result ’ SDK FREFFE R

Dim info > SDK N—T g UEE
Dim rCode g a— RN

Dim authFailCnt * Ef5R8aESRUE3L

Dim rMsg IREAvE—T

Dim tmp

serverIp = 7127.0.0.1”

port = “1812”

secret = “sharedsecret”

timeout = ”3”

I 77777777777777777777777777777777777777777777777777717777777777777
"// APT FEHH, OTP FBIEEEFE. SDK N—a V& F

Set obj = Server. CreateObject ( “GptwrAuthServiceCom. GptwrAuthService” )

result = obj. auth(serverIp, port, secret, Request(“name”), Request(“password”), timeout)
info = obj. info()

I 77777777777777777777777777777777777777777777777777717777777777777

YIIIIIII1117777777717777777777777777777777777777777777777777777777771777177717171777
T/ RAERERIT, IR o — FHEGRRIERMG RN E A vy E—Y” BTy F—v
tmp = Split(result, "#")
If ( UBound(tmp) >= 2) Then
rCode = tmp (0)
authFailCnt = tmp (1)
rMsg = tmp (2)
End If

If ( “0” = rCode) Then
*// TODO: OTP SBEERRTHALHER

Else
’// TODO: OTP ZBFESIALER
End If

LI 01 7717 7777777777777777777771777771777711777711777771777

Set obj = Nothing
%>
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3.3. JSP 7 a— R (GptwrAuthService.jar)

<{%@ page import="com.dreammirae. gt.radius.client.*” %>

<%
[I711777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
String serverIp = “127.0.0.1"; //REFEF—% (FfgY—) O IP T KX
String port = “1812”; // Radius R— F&EE
String sharedSecret = “sharedsecret”; //dL4FLE%E
String timeout = ”3”; [/ BALTT N ()
String result = null; // SDK FRFEAS F
String info = null; // SDK RX"—T g U HE
String rCode = null; /& a— K
String authFailCnt = null; / [ EGERR R R R
String rMsg = null; [IBEA vE—Y
String name = request. getParameter ("name”) ; // =—¥% 1D

String password = request. getParameter ("password”); // OTP &
LI117117777777777777777777777777777777777777777777777777777777777777777777777777777777777777/

[1177777177777777777777777777777777777777777777777777777777777777777777777777777777777777777
// API FEHH, OTP BRALEFE., SDK N—Ta V&F
result = GptwrAuthService. auth(serverlp, port, sharedSecret, name, password, timeout);

info = GptwrAuthService. info () ;
[11171177777777777777777777777777777777777777777777777777777777777777777777777777777777777777

[1777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
//EFERIL, TIRE 2 — NEEGRILRBEERISE A v —Y” BT ¥ —v
String[] tmp = result.split("#");
if ( tmp. length >= 3) {
rCode = tmp[0];
authFailCnt = tmp[1];
rMsg = tmp[2];
t
if ( 70”. equals(rCode) ){
// TODO: OTP FBALALEHALER
}else{
// TODO: OTP FBALRMALER
t
[I711777777777777777777777777777777777777777777777777777777777777777777777777777777777777777

%>
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3.4. PHP %> 72— K (GptwrAuthService.class.php)

<{?php

[1177777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
require_once ( GptwrAuthService. class. php” )

LI117777771777717777777777717177777777717177777777717177777777717177777771717177177771717177

LI117777771777777777771777777777777771777777777771777777777777777777777777777777777771777777

$serverIp = *127.0.0.1"; //RBREY =73 (Y —2%) OTP T KL R
$port = 718127 ; // Radius "— +&EE

$secret = ’sharedsecret’ ; //EEREE

$timeout = "3’ ; //ZALT TN (B)

$username = $_POST[’ name’ ]; // 2—% 1D

$password = $_POST[ password’]; // OTPfE
[11777777777777777777777777777777777777777777777777777777777777777777777777777777777777777/7

II111177717777777777777777777777777777777777777777777777777777777777777777777777777777777777
// APL FEH, OTP FBFEZEFE. SDK N—Ta V&EF

$result = GptwrAuthService::auth( $serverlp, $port, $secret, $username, $password, $timeout);
$info = GptwrAuthService::info();
II111077717777777777777777777777777777777777777777777777777777777777777777777777777777777777

[1777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
/EFERIL, IRE o — FEEGESRIEAMGEHGE A v E—Y” BTy F—v
list ($rCode, $authFailCnt, $rMsg) = split(C#, $result);
if ( 70” == $rCode) {
// TODO: OTP FBAERRIHALER
}else(
// TODO: OTP FAESRRALH
}
[1777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777

™
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3.5. VC++ (MFC) > /v a— K (GptwrAuthService.dll)

III1177717777777777777777777777777777777777777777777777777777777777777777777777777777777777
typedef char* (kauth) (
const char *serverlp, const char *port, const char *secret, const char *username,
const char *password, const char *timeout );
typedef char* (*info) (void);
info lpInfoFunc;
auth 1pAuthFunc;
HINSTANCE hD11;
II111777717777777777777777777777777777777777777777777777777777777777777777777777777777777777

[1111777777777777777771777777777717777777777717771777777777777777777777777777777717771777/777
hD11 = LoadLibrary ("GptwrAuthService. d11”);
if (!hD11) {
AfxMessageBox (%445 dll 77 A Vb £¥ A, 7); return;
}
1pInfoFunc=(info) GetProcAddress (hD11, “info”) ;
1pAuthFunc=(auth) GetProcAddress (hD11, “auth”) ;
if (lpInfoFunc==NULL || lpAuthFunc ==NULL) {
AfxMessageBox ("# 43 5HE N HV A, 17);  return;
}
/1771777777771777177777777777777777777777777777777777777777777777777777777777777777777777777

[1717777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
// APL WR{t, OTP ZBFEEFE. SDK N—Va v &E
CString foo;
foo. Format ("%s”, lpAuthFunc(”127.0.0.1”, ”1812”, ”secret”, “user”, ”123456” , ”37) );
// TODO: ALEFERIT, "InE = — FHEFRIERBEFEHEERA vy - BRTY F—
CString rCode;
CString authFailCnt;
CString rMsg;
AfxExtractSubString( rCode, foo, 0, "#’);
AfxExtractSubString ( authFailCnt, foo, 1, "# );
AfxExtractSubString( rMsg, foo, 2, '#');
if ( 70” == rCode ) {
AfxMessageBox (“success”); // TODO: OTP FRFERLTHALEE
telse(
AfxMessageBox (“failed”) ; // TODO: OTP FRFES R ALER
}
[1717777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
[1717777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
FreeLibrary(hD11) ;
[17171777770777777777777777777777777777777777777777777777777777777777777777777777777777777777
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